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e Complex systems — Multiple layers
e Devices, aggregators/adapters, edge/fog/cloud,

services/applications

Service composition/ transformation Service/ application provision
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Overview — Research Topics

UNIVETSILY

e Smart aggregators in CPS
o Self-controlled, context-aware aggregators in Fog/Edge Colonies
o Policies and node management middleware
o Smart Building Management as a Case Study (EM3, EMC2 project)

e Smart service transformation in CPS

Multi-layer composition of 0T events to business events
Quality-aware event-based architecture for the composer
Enables event fabrication for missing/delayed events

Smart Farm management as a Case Study (AfarCloud project)

O O O O

e Engaging Humans in Cyber-Physical Human Systems (CPHS)
o Human View of CPHS Design
o Human Concerns and the concept of Criticality
o Remote Elderly Monitoring System as a Case Study (EMBIOT project)
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Smart aggregators in CPS

e How "smart” should aggregators become??
e Manage themselves through self-X properties.
e Learn from others belonging in the same edge/fog colony
e Exchange knowledge mechanism: policies

> Aim: Explore "level” of aggregator autonomy
Study which approach would work more effectively

Test in a Smart-Managed Building application
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¢ Autonomy of
Self-configuration themselves
Self-adaptation ¢ C(Centralized Fog Colony
Autonomy of itself Control Entity present
'\A ¢ Partial Fog Colony
Control by the Fog
Nodes

Registry Unit

Self-configuration

List of Fog Nodes
Self-adaptation

List of Services
List of Sensors
Fog Colony Control

Features
¢ Low Response time

Self-configuration ¢ Multiple Abstraction

Self-adaptation Self-configuration Layers
Autonomy of itself ‘/" Self-adaptation * High Availability
* Autonomy of itself ¢ Data Aggregation and
Fog Colony Prefiltering
Artifact: Fog Node Self-Monitoring Middleware
Colony Control: Mostly Centralized (Participation control, Service Discovery),
Task/Resource Offloading managed by the nodes 5

Autonomy: Achieve autonomy of themselves
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¢ Autonomy of the group
¢ (entralized Fog Colony
Control Entity present
Increased Fog Colony
Control by the Fog

List of Fog Nodes Nodes
List of Services

'/,.-——b Fog Node

Registry Unit .

List of Sensors
Fog Colony Control
Layers

Fog Node / +
* High Availability

* DataAggregation and
4 Prefiltering
| ¢ Easily Upgradable ’

Features
® Low Response time
® Multiple Abstraction

Fog Colony

Artifact: Fog Node Self-Control Middleware

Colony Control: Mostly Centralized, (Participation control, Service Discovery),

Task/Resource Offloading managed by the nodes, in a context-aware manner

Autonomy: Achieve partial autonomy of the Group
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Fog Node - Fog Nod
[ og lNode * Autonomy of the group

e (Centralized Fog Colony
Control Entity
eliminated

e Full Fog Colony Control
by the Fog Nodes

Features

® Low Response time

e Multiple Abstraction
FOg Node / Layers

High Availability

Data Aggregation and
Prefiltering

Easily Upgradable
Flexible and scalable Fog
Colonies

Dynamic formation of
Fog Colonies

Diffused
Operational Context

Fog Colony

Artifact: ECTORAS protocol

Colony Control: Decentralized, Participation control, Service Discovery,

Task Offloading, in a context aware manner

Autonomy: Achieve full autonomy of the Group
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e The concept of Policies

UnIVersity’

e Policies prescribe a certain desired behavior for the

aggregator.
e The collection of the policies enforced by a node comprise the

Policy Rulebook
e Just like in the real world people have different rules by which

they live by, similarly aggregators of the same group do not
need to share the same rules.

—— : Policy B
Cont,ext,,, POI'CV AL | TOpIVC
o Topic K
" |\Fog Node s
Ve \Fog Node’

Fog Colony

Self-Control Policy

Service

Middleware Rulebook
\Fog Node’
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Unive: ',my

Policy
Example

Task
Offloading
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information:
name: "QoS Preservation Policy - Transfer Resources"
version: "1.0"

monitoring: Monitoring Section
variables:
- cpu_load:

context:

variables:

- node_info: "com.vnikolopoulos.SharedMemory getNodesInfo"

- accepting_nodes: "node_info->find_all(’accepts_new_transfers=
true’"

accepting_nodes_compatible: "accepting_nodes->find_all(’
accepts_sensor_type=micaz’)"
decision:

conditions: "cpu_load > 0.95" Decision Section
actions:

-"for(Node x in accepting_nodes_compatible){
propose_offload(x);
}ll
resource:
endpoints:
- offload: "com.vnikolopoulos.policy.endpoints.

OffloadingEndpointHandler"
communication

"com.vnikolopoulos.util.functions.Internals cpuload"

Resource Section

topic: "qos_transfer_resources"
message_condition:
"cpu_load > 0.95 OR
accept_new_transfers == true OR
add_or_remove_from(this
message_to_topic:
- cpu_status:
cpuLoad"

- sensor_types: "com.vnikolopoulos.util.functions.Status
servingTypes"

accept_new_transfers: "com.vnikolopoulos.util.functions.Status

.status.accepts_sensor_type)"

"com.vnikolopoulos.util.functions.Internals

accept_new_transfers"
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e Using a publish-subscribe protocol named ECTORAS

Data shared by Task Offloading Policy

{
"topic": "qos_transfer_resources",
"version": 1.00,
"identifier": "OxOOAS5f",
"ip": "10.10.3.96",
"cpu_status": 0.71,
"sensor_types": ["micaz", "ima"],
"accept_new_transfers": false

¥
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Self-control management middleware

 Autonomicity
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Smart-managed Building: Fire Drills

UNIVETSILY

e Target: Explore performance of context-aware vs non context-
aware middleware (both developed by our team)
e Testbed consists of 30 Nodes
o operating on Raspberry Pi 3 revision B units (one node per
Raspberry Pi)
o handled a minimum of 5 sensors and maximum of 50 sensors of
different manufactures, whose presence was dynamic

o Communication performed by a mix of local WiFi and Ethernet
networks.

e EXxperiment conditions

o A “Walk to the nearest exit with no fire” service is executed by all
nodes

o Nodes handover tasks when too “busy”

o Different loads, corresponding to people in the building are
generated
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Performance Results

Average Service Request Response Time
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Performance Results

e Diversity in Task Offload execution time
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Results

e Context-aware self-control middleware supports better
performance and stability in response time

» Further test should be performed to cover other KPls, as
energy consumption

» Comparison to other approaches (centralized) is of
Importance

» Support of heterogeneous node middleware

Nikolopoulos, Vasileios, Mara Nikolaidou, Maria Voreakou, and Dimosthenis Anagnostopoulos. "Fog Node Self-Control Middleware:
Enhancing context awareness towards autonomous decision making in Fog Colonies." Internet of Things 19 (2022): 100549.
Nikolopoulos, Vasileios, Mara Nikolaidou, Maria Voreakou, and Dimosthenis Anagnostopoulos. "Context Diffusion in Fog Colonies:
Exploring Autonomous Fog Node Operation Using ECTORAS." IoT 3, no. 1 (2022): 91-108.
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Smart service transformation in CPS

e How "smart” may service composition/transformation

middleware be??
e Multi-layer composition of 0T events to business events
e Correct the errors of underlying services/devices
e \What about data accuracy?

» Aim: Provide a Quality-aware event-based middleware platform
o Enables event fabrication for missing/delayed events

Test in Greenhouse management as part of a Smart Farming
environment

Department of Informatics and Telematics www.dit.hua.gr



A Quality-aware Event Engine

e Build upon Kafka platform
o “Restores” missing events when building composite ones

o Annotates the composite event “quality”

Event
ﬁ Fabrication
| A
input E‘\"'::':s < Kafka Streams ache
topic - Processors Backend
(in)
................... p...-.-.....).
bata
IoT Events Quality
Characterization
= CFF PEPTPRRPEEPPTY PEPPEPTTTERIRRY N
(out) A\
\
Comp Lex Comp lex
°tu: T: Semts/;-—‘ Event
P -/ Processor
annotated with
completeness
timeliness
IoT Quality-Aware
Gateway Event Engine
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| Hergario Composite Event Quality Parameters

University,

e Completeness: Is an input event missing?
e Timeliness: Is an input event fabricated?

required — obtained obtained — timely

timeliness = 1 —
required obtained

completeness = 1 —

e In erroneous situations both of them decrease.

rom
Event
— 0O g e ; Bii /§8kafku
input topic
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e Target: Maintain completeness at 1
Timeliness decreases
e Our platform explores alternative event fabrication policies
o Currently
m Past events (in different time scale)

m forecasting using Arima or Exponential Smoothing

e Timeliness should become a more sophisticated measurement
to reflect the impact of event fabrication to composite event

quality L
timeliness = - Z degreeO fTimeliness;

=1

o [ 1—(Lx|offset]) if |of fset| <n
degreeO fTimeliness = { 0 if |of fset| > n
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| Hergiepio Hybrid Simulation Environment of QoS-aware CEP
UNIVETSILY,

Enables

e The exploration of event fabrication policies
e Test and adjust the concept of timeliness as QoS indicator

[web app for Solution Providers]

simulation IoT Physical Quality-Aware CEP (real-time) monitorin
Coordinator initialization and execution initialization and execution 9
1 !

and Monitor ) A

reports
aggregated data
q [ground truth data] accuracy
PCCTTTTCLTIE IoT Sensor (generator| [scheduler rZi:i;;ng -------------------------------------------
H Simulator

generated raw events
emulating sensors in the IoT Physical

V , [complex events]

Event
D — . eve /§gkafka

T_Duﬂ input topic ) / ‘ (output@:

A

[Apache Kafka Streams processors]

processors
Ao ool

Data Quality
haracterization

Event
Fabrication

Composite Transformation

ToT Event \* quality-aware complex event processing (CEP) Quality Properties
q — completeness
Gateway Engine — timeliness
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| Hergiepio Smart Farming Use Case

UnIVersity’
Greenhouse Management
IoT Tier Middle Tier
E >
Compute average temperature ToT Physical / T
i MQTT R
in the Greenhouse V ity | W o
" TT) Measuaemen: \ 4 [
. {b < : Greenhouge T M
Real world example with 6 sensors| ==~ | Adapter Humidity [ § 2
- Control 8
QoS measurement: accuracy - N
ooftop <.
Third-Party = E Con‘Erol g
Explore different policies W 1T Mossage 8
rlm}tlve <
to treat missing events e e
/ Use different number Of Values > i\sliizhijioizannel * Environmental Data Sensor
"% Communication ** Rooftop Actuator

to compute average (2-6)

v Fabricate missing events
- use past events

- forecasting using Arima or Exponential Smoothing

Part of AfarCloud EU project infrastructure
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Experimental conditions

Error Rate | ~95% | ~90% | ~85% | ~8% | ~8% | ~8%

all sensors generated synthetic data

Parameter Ordinal
Time Window Size small
small
Minimum Number of contributing sensors medium
' N high
disabled
small
medium
high

Fabrication - past events - steps behind

Fabrication - forecasting - time window size same as time window size

disabled
small

medium
high

Fabrication - forecasting - steps ahead

Sensor ID | 1 2 3 4 [5 |6 Erroneous conditions

Real

5 seconds

2 sensors

4 sensors

6 sensors

0

2 past time windows
4 past time windows
6 past time windows

0

2 future time windows
4 future time windows
6 future time windows

Department of Informatics and Telematics
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UNIVErsity,

Experimentation

IoT Simulation Coordinator and Monitor

Real-Time Monitoring / complex events

Displaying se complex events created by w_avg_temperature PTSS null null 4 false 6 PTSS 6 composite transformat

mposite transtormation — v downioad soreadshey ets (2 R window size of 5 secs with at least 4 sensors, past events lookup 6 windows, forecasted events lookup
Time Window (simulation) Alr Temperature Quality Properties Events Fabrication: Past Events Fabrication: Forecasting

Number Start End Average Value Completeness Timeliness (1) Timeliness (2) Real Fabricated Count Duration Count Duration

1¢ 20:02:1° 20:02:20 18.39 75.0 100.00 75.00 75.00 % 1 0 439 1 129

17 20:02:20 20:02:25 18.1¢ 100.00 100.00 100.0 4

18 20 19. 100.00 100.00 100.00 - 0 0 0 0 0
19 20:02:30 19.5¢ 100.00 100.00 100.00 4 0
{ 20:02:3 2:40 100.¢ 100.0 100.0 4 0
37 3 1 1 0 0 0
57 75.00 100.00 3 1 1 0
2:50 20:02:55 20.9. 100.( 100.00 100.0 3 0 )00C ) 0
24 20:02 2 00 2 100.00 5.00 1 1 425 0
25 03:00 2 05 1.89 100.00 : 1 1 0451 0.0000
¢ )3:0" 10 100.00 75.00 7.5 1 1 )421 ) 0
27 20:03:10 20:03:15 22 50.0¢ 100.00 00 2.17 % 2 2 2 )514 ) 0
28 20:03:15 20:03:20 22.23 75.00 100.00 75.00 7 1 1 038’ 0
29 20:03:20 20:03:25 21.84 75.0 100.00 75.00 75.00 % 1 1 365 ) 0
3( 20:03:2¢ 2 3:30 21 75.0 100.00 75.00 ) 1 0 )404 1
31 20:03:30 2 3 22.29 75.00 100.00 75.00 75.00 % 3 1 0 1
32 20:03:35 20:03:40 24.01 75.0 100.00 75.00 75.00 % 1 ) 1
33 2 2 2 1 1

34 24.68 2 2 1 0 1

3¢ 20:03:50 2488 100.00 00 a 0 0.000( 0 0.0000
3¢ 20:03:5 20:04:00 26.2¢ 100.( 100.00 100.( 4 ) )00C ) 0
37 20 20:04:05 25.36 100.00 10 100.00 B 0 0 0.0000
38 20:04:05 20:04:10 25.93 100.00 100.00 100.00 9 4 0000
39 20:04:10 2 4:15 24.89 100.C 100.00 100.0¢ 0 )00( ) 0
A 20:04:15 20:04:20 25.62 75.0 100.00 75.00 95.83 % 1 1 395 0
41 20 25 10 2 2 2 0 0

42 20:04:25 20:04:30 25.9 50.0 100.00 50.00 79.17 0
43 20:04:30 20:04:3¢ 26.57 25.0 100.00 25.00 1 ) 0
44 2 20:04 26.30 25.0 100.00 25.00 1 3 737 ) 0
4t 4:45 27.51 50.0 100.00 00 66.67 % 2 2 2 735 ) 0
4¢ 20:04:4¢ 2 4:50 27.66 25.0 100.00 25.0( 7 1 )76( ) 0
47 20:04:50 20:04:55 26.00 25.00 100.00 25.00 1 2 )734 1

48 20:04:55 2 00 26.21 50.0 100.00 00 62.50 % 2 2 1 056¢ 1

100.00




e Are they related?
e |[s it effective to fabricate events?

ey time window size of 5 secs with at least 4 sensors, past events lookup 6 windows, forecasted events lookup 6 windows of size § secs
time window size of 5 secs with at least 4 sensors, past events lookup 4 windows, forecasted events lookup 6 windows of size 5 secs

accuracy based on Ground truth vs timesness

accuracy based on Ground tran vs timetness

Use 4 sensors data to compute average

Use 4 sensors data to compute averag Forecasting using ARIMA — 4 windows ba

Forecasting using ARIMA — 6 windows k

e wdoms

e windows.

WORK IN PROGRESS

D. Gkoulis, C.Bardaki, M. Nikolaidou, G. Kousiouris, A. Tsadimas (2023). A Hybrid Simulation Platform for quality-aware evaluation of
complex events in an loT environment. Simulation Practice and Theory, 27(1)
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Hazgiepio Exploring User Interface

UnIVersity’

e Farmers should be
provided with
alerts, notifications
or prompt to
initialize specific
actions

o Different options
on deciding upon
rooftop opening
or closing

/ Environmental Monitoring of Crop in Greenhouse \

Outdoor Humidity Greenhouse
Sensor data L
. [occur]

D 7 Watering options é >

AY

|

(& ) ) |
Decide watering Decide watering Decide watering

é quantity location frequency |

|

|

(7 ) (7 ) e [&_ Y |
[gbecide crop &)eoide crop

&
: . : | Conduct crop | 1
planting harvesting support actions
_é frequency frequency | | 1
€ J 4 J e e = J
|
Outd oil
|
|
|
|
\

I
1
(7 ) |
f%ecide plants' 1
1
|

r&] Decide A

opening/closing
of irregation
system

cultures per
crop area

. ’ Open/Close
rooftop

Process description to be

communicated with Farmers in CMMN
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Results

UNIVETSILY

e The hybrid simulation platform enables the exploration of event
fabrication techniques

o Practitioners can run our Kafka-based QoS-aware event
composition platform and simulate different scenarios to sense their
CPS environment.

e When dealing with real-time data streams in most cases
the simplest solution is the best

Timeliness computation and importance needs further
exploration

Make the platform smarter: adjust event fabrication
technique to current condition

o We are building a rule base for this purpose



Engaging Humans in CPHS

UNIVETSILY

e CPHS Design should focus on
o How to include people in the CPHS loop
o The fact that they behave differently from computers (for

example cognition, unpredictability, motivation)

e Existing CPHSs design efforts™:
o Explore human capabilities to enhance their integration in the
system
o Neglect their incentives, motivating them to act as prescribed
o Keep human participant out of the design process, restricting their

willingness to participate

1 - S.K. Sowe, E. Simmon, K. Zettsu, F. de Vaulx, |. Bojanova, “Cyber-Physical-Human Systems: Putting People in the Loop”,

IEEE IT Pro, Jan-Feb 2016.
2 - S. F. Ochoa, G. Fortino, and G. Di Fatta, “Cyber-physical systems, internet of things and big data,” Future Generat. Comput.

Syst., vol. 75, pp. 82—-84, 2017



Our Proposal

UNIVETSILY

e A CPHSs Design Approach:
o Consider human motivation factors and their concerns
o Include human participants in the design process
e Human concerns
o Relate to human willingness to actively participate in
CPHSs
o Might restrict system functionality in practice
o Should be transformed into system design requirements

e The proposed approach:
o facilitates model-based design
o integrates the human perspective in a discrete view
o supported by standard UML tools (Magic Draw)



= Human view
e Human Behavior Model
o entities related to human behavior like

activities )

= Criticalities view paripnt
e Human Criticalities Model
o human concerns and criticalities
e System Criticalities Model
o system criticalities, derived from human
ones

= System view
e System Model
o system structure, defined by desig
e Evaluation Model
o verify system criticalities
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Ur JM.-usi.j
Aim

The Concept of Criticality

o indicate the severity for the human participant if the system does
not accommodate his/her concern

o transform human concerns into CPHS design requirements
o enable the verification of these requirements

Definition: Extend SysML profile functionality

Department of Informatics and Telematics

generates

Concern

0.*
0.*

has 1.
Experience HumanCriticality 17
i 0.*
has serves restricted by
1. HumanParticipant L derives Criticality
Training — Qualification SystemCriticality
uses performs 1.* |restricted by
1.
accommodates
Authorization Activity SystemComponent
allows 0.
1.
1.
1.
accommodates
Operation 1 contains
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Remote Elderly Monitoring System (REMS)

UNIVETSILY

e Enables real-time remote monitoring of vital signs while
patients are at home
o Signs are monitored by wearable devices (ECGs)
o Success relays on the willingness of patient to wear the
devices and become part of the CHPS

e Basic Home components:

o Medical device(s), e.g., sensor — measures vital signs

o loT gateway/Aggregator — collects sensor-generated data
» Target

o Engage patients in REMS service

o Help patients choose a REMS configuration for their Home

Testbed: Embiot project in Qatar



REMS: Identifying Tasks and Patient Concerns

e Use of BPMN

e Human tasks
o relate to different concerns
o satisfy specific criticalities

P1.D6
A oncern : Acquisiti ost

--------""""""-"-"-"-"""°"°"°"°"°"°"°"7"7"°"°"°"°"°"°"°"°"°"°¥°"°"°"°*"°"°"°¥°*"°"°¥°"°¥°¥°"¥°¥°*"°¥*¥*¥**¥*¥*¥*¥*¥**¥*"7¥°°¥°¥*¥*¥*¥7¥7¥*7”* °”° °” 7”7”7 1
Q 1
P1.3 ) P15 ) P ) ,
Acquire Device Activate Device | |
cP”It allocatedTo = allocatedTo = oy P1.D9 P1.D 10 [
Sp::Is:lln [IShimmer3-ECG O PowerOn/Off Shared Data MonitoringConcern : RealTimeServiceDelivery ityConcern : Informati ity |
= ODROID-XU4 © PowerOn/Off | 1
isfies = EJAcquisitionCost Satisfies = £]OperatingWithEase ) 1
|
|
[ 1
. 14 P1.8 7 P1.10 ’ !
= | Start Monitoring Process Yes Wear Device = - the.ere Vital Signs "/1\& e Personal Data :P 2 i :

2 allocatedTo = LJShimmer3-ECG ~ c R T O i R
5 ()—»()b—'*‘—- Satisfies = /o\‘ Fu?czlt;::my 3/ © MonitorHeartFunction O O Stream/PushECGData \+) !
o ElEnsuringPortabiliy . P16 s ‘_OrRec_orél-::ar:?ateo . s "QﬁTrav:sgté\ndR_out:eDca(gToServer :
Consultation Needed EChargingDeviceFrequency atisfies = =RealTime Eia ion atisfies = = EnsuringSecurity .
H 1
P1.21 |
3 Y MeasurementTimer h
P1.22 |
: Deactivate Device P1.11 |
PID7 : y I dTo = View Vital Signs - P1.13 1
SizePropertiesConcern : DeviceSizeWeightProperties 1 H © PowerOn/Off allocatedTo = O ShowData né'mn:nr;g.:‘ﬁ:yon !
| | © PowerOn/Off Satisfies = EJRealTimeOperation !
PA.D 14 P1.D8 Satisfies = ]OperatingWithEase I !
- - |
PowerPropertiesConcern : DevicePowerProperties DeployConcern : EaseOfDeploy : )
P1.30 )
CaregiverMessage .
4 ! |
T |
T
1
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REMS: Identifying Tasks and Patient Concerns

e Use of BPMN

e Human tasks
o relate to different concerns
o satisfy specific criticalities

¥ N
P1.1 ( P1.4
it Monitoring Process | Yes Wear Device ,
No allocatedTo = EShimmer3-ECG _
o/ X Satisfies = > O
P1.25 EJEnsuringPortability P1 26
Consultation Needed L QChargingl?\eviceFrequency )

P1.D7
SizePropertiesConcern : DeviceSizeWeightProperties

P1.D 11
PowerPropertiesConcern : DevicePowerProperties
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«Concern»
DevicePowerProperties
actor = "patient"
Id ="82"
Text = "Charging a wearable
device occasionally."

I
|
| Generate

W/

«Comfort»
«HumanCriticality»

ChargingDeviceFrequency

«enumeration»
ChargingFrequencyLevels

Define Human Criticalities

«Concern»
InformationSecurity

actor = "patient"

Id ="80"

Text = "The safety of the
transmitted patient medical
data/information is ensured."

|

I
| Generate

\/

DerivedFrom = EElDevicePowerProperties
SatisfiedBy = Wear Device

actor = "patient"

Id ="85"

Text = "This criticality complies with the
patient's need to charge a wearable
device, based on her charging habits
(e.g., daily, etc)."

level = "maximum device duration”

enumeration literals
maximum device duration
optimized energy consumption
dally

«DataPreservation»
«HumanCriticality»

EnsuringSecurity

DerivedFrom = ElInformationSecurity
SatisfiedBy = C)Manage Personal Data

|

Department of Informatics and Telematics

actor = "patient"

Id="79"

Text = "It is critical to ensure that the
transmitted data between the devices
(wearable, aggregator, etc) are secured."
level = "strong"

«enumeration»

SecurityLevels

www.dit.hua.gr



ﬁ, Mapping patient activities to patient concerns

Performed by patient with the
= assistance of the solution designer

3 Yes

- = You can choose a stereotype, insert a name and write a decription
. __ — — | for the generated human criticality.
Small \ghwoight dewces] In case you leave blank text fields, a -deficient- human criticality

o
= | D et Criticalities View
— R
m ", Charging_habbits
. T concern = (- Lasting_battery
bt Lasting_battery Id ="14"
' 11 [actor = "Elderly_patient” levels = "once_in_a_while"
} : tid =g Text = "The patient requires a
. | | [Text = "The patient wants the long-lasting battery for the
i ) T i1 || |devices to have a long battery devices to actually reduce
. Initate remote monitoring process _ _ __ _ SEETE = b T 11 |iifetime. This way, she feels their charging freque_ncy.
: = | 11 |comfortable to use them valueType = "Charging_levels"
' o 11| | |without needing to charge them N walueType»
[ ! : i1 |most of the time." [ “«generate Charging_levels
! a s:n __m;-::_-b_ : : | : - gfr;c:‘_in_a_while
h oenerater
(| x e ——
S| [ cgenerier = — — _
HE (@ Measure vital signs Ll
8| L i = Measuring_vital_signs_frequency | | : “
i ! |
o & e ) =
H [ l / D —> «Monitoring»
! View vital signs _ 7 Deactivate devie 1 has_ N «Concern» Measuring_vital_signs_frequency
: isfies = - Measuring_vital_signs_frequency] | S : Constant_display concern = - Constant_display
\ : ‘ 1 actor = "Elderly_patient" Id ="5"
: x> ! | []= levels = "real-time"
! é¢ i ! Text = "All data related to the Text = "Data of the patient
e e A ! ® i 1 patient should be displayed must be measured and
! ey i | I either to the patient and/or to monitored (by caregivers)
! ‘ i } her caregiver as soon as immediately. This helps the
. X ' . 1 possible. This way, she knows patient and her caregiver
1 \ ' i 1 that (i) the results are current, detect and diagnose a heart
i S Conesis en ey ' . | and (ii) her caregiver (who disease quickly and resort to
X R R R ' y : monitors the measurg Generate human criticality and enumeration X
! H ; | and/or herself can iNg | _yuman criticality 2 - Enumeration
I ougons i ) ! if something is wrong ...
E message E E : heart.” The selected element is a concern that can generate human criticalities.
' i ! |
[ ' 1 I

and a corresponding enumeration will still be generated.

% - -3

' ' Human criticality stereotype and name

¥ ‘«HumanParticipants
: : R
> ' itoring [ g_vital_signs_fr
=] < X Efficient_remote_monitoring
£ ~" incoming Human criticality description
©, | monitoring patient
£ fiaes message pata of the patient must be measured and monitored (by ~
2 O ] caregivers) immediately. This helps the patient and her caregiver

Faen detect and diagnose a heart disease quickly v
Menu action(s)
| Next Cancel
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Derivation of system criticalities

/-—— Activate device
=
= 1 =
Criticalities View CUEIED ArgngRhabhits
«Comfort» «deriveReqt» _ _wrefine» «VerificationCritFormula»

Charging_habbits M W Device_charging_frequency_computation 5 Measure vital s
concern = jLasting_battery «Usability» (output=if(wi ndowLengtcr(\ms” e m[m'rlmmnq(e_
Id ="14" Device_charging_frequency SRS ....." " AT atisfies = - Measuring_vital_signs_frequen

. a 30" equently”,"NA"), 2 =
levels = "once_in_a_while" Id = "39' |f(wmdowLength"" K
Text = "The patient requires a levels = "occasionally" i oy R Gl S A" /
long-lasting battery for the Text = "The medical device should (reconstructionAccuracy= RSOty T, )) i Viewvitalsigns )
devices to actually reduce have a long-lasting battery (>5V) to e onAccurac y"a’g’;fn’;’s allocatedTo =
their charging frequency.” operate without frequent charging.” windowLength : String
valueType = "Charging_levels" valueType = "Device_charging_levels" output : String erl nt_home
N A atisfies easuring_vital_signs_frequency|
«valueType» «valueType» SO

Charging_levels' Device_charging_levels| =TT 7T 777"~ ZZ wsatisfy» T "7 —

lonce_in_a_while occasionally System View

often frequently

shoty |  |sholymm—— | -sSASN_ _ _ _ T ____2 -4 «Layer»

Elde! tient_home
«Time» values
. Data_transmission - - - \ signal T iSSit : String
«deriveReqt» i «VerificationCritFormula»
- - ->ld ="41 Data_transmission_computation k esastons
" e N e —oncomputaton ) ki issi
: levels = "real-time ~constraints . EEsliansmission()
! Text ="T nt's data should be T "Mode=="RT","real-time",
g i if(signalTransmissionMode=="1s","best_effort", «Device»
«Monitoring» itted between the devices in s i LESL_C) S i 3
Measuring_vital_signs_frequency freal—time (<1s), otherwise the system's Aamil a,;mli,ss' ron Fmportant NATMY = values o=
concern = (.Constant_display behavior is considered faulty.” signalTransmissionMode : String type : St
Id ="5" valueType = "REMS_monitoring_levels" output : String m‘:ﬁ: e ;eeall
— R width : Real
levels = "real-time' ) depth : Real
Text = "Data of the patient «valueType» weight : Real
must be measured and deriveReqt» |REMS_monitoring_levels displayScreen : Boolean
monitored (by caregivers) - real-time sto‘;ageg:papumy : mBoolean
immediately. This helps th ' best: effort «satisfy» B e
ly. ps the ' e ortant 00000 | e e m e e e e e e e e e mm— - = - yVoltage : Real
g 3 non-important P N o
patient and her caregiver "/ \'/ cqrr‘r;nurln_ncat?:Prso'tqeol : String
i refine lwindowLength : String
d.etect and _dlagnose a heart «Time» < —C2- ! reconstructionAccuracy : Strj
disease quickly and resort to Device_monitoring_operation RVernicationCritFormulas numberOfSensors : Integ:
proper countermeasures. " it wamn Device monitoring_operation_computation instances : Integer
valueType |Derive human criticality x ——-—L—L-—Lwns it operations,
. {output=if(windowLength=="Raw", Charge()
A=yt 'y if(reconstructionAccuracy=="". “real-time”,"NA"), DevicePowerOn/Off()
Moy = Detals play if(windowlLength=="",if(reconstructionAccuracy=="LQ","best_effort", PairWithOtherDevice()
imm i e ] T if(reconstructionAccuracy=="HQ","non_important","NA")),"NA"))} g‘:;tgm:rr:;:?::;on()
: a ystem ari s
quic parameters
non You can insert a name and write a decription for the derived system aiticality. TEED windowLength : String gti;?;vlgzrz;sce BSE0
Die S otyoe W e s e oy from Kt e reconstructionAccuracy : String Alert()
e rdmsiatiry ks dabiaad evels" output : String /
p”
System aiicalty name = BB = = e & e S R S B S e e s ¢D%t:Maregator»/ "
Device_monitoring_operation| " e " - roid-Xu4
1 «refiney | «VerificationCritFormula» T
L .t Aggregator_monitoring_operation_computation ooreType String
S ) W constraints fCores : Integer
‘The medical device should generate the patient’s data and display {ompm-:f(coreType- 'A15",if(numberOfCores: ooreFrequency Real
e e o asantoy WL B croser ¥08 il 'f( z e = “real-time","NA"),"NA"), communicationProtocol : String
coreType==" numbel res=: reconstructionAlgorithm : String
S ) if(reconstructionAlgorithm=="OMP" "best effort" "NA"), instances : Integer
e 5 fi(numberOfCores==1, ' = [Eascns
Next (Create enumeration) Finish (Keep same enumeration) Cancel if(reconstructionAlgorithm=="OMP","non_important","NA"),"NA")),"NA"))} AggregatorPowerOn/Off()
and/or N 3 parameters CollectSignalsFromDevices()
[coreType : String ProcessRealTimeData()
window (close to real-time, i.e. <1s)." s iCotesElinteger Extract/ClassifyData()
et = "REMS A | Is” reconstructionAigorithm : String Transmit/RouteDataToServer()
valueType = _monitoring_levels loutput : String Alert()
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Peyformed by
e solution
designerin a

semi-
automated
fashion
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Veritying criticalities across views

1
System View
erformed S— R e .
icalities View Data_transmission_Verification” = = = (o5 ( isatisty» | Elderly_patient_home |
= hes constraints ] \" . A2 values
. __has «Comforts : Data_transmission_computation «Time» signalTransmissionMode : String
a u O ' ' I a I C derly_patient i | Charging habbits | s Data_transmission Brstions -
; : 1 «Concerm» lconcern = - Lasting_battery : Elderly_patient_home :: = I"41" e . SignalTransmission()
L g battory kel outpu : String = reetime Tl
11| [actor="Elderly_patient levels = "once_in_a_while" R STe [Text = "The patient's data should be
P fig=e ext = "The patient requires a |} ransmitted between the devices in
I = 5 N .
11| [Text="The patient wants the long-lasting battery for the IR Sl Cotarwise the system's
i " - behavior is considered faulty.
‘! 1 : devices o have a long battery ‘ICEStO @dually reduc? valueType = "REMS_monitoring_levels"
11 |ifetime. This way, she feels heir charging frequency. 2 A
: : i lcomfortable to use them alueType = "Charging_levels"|
11| fwithout needing to charge them x «Usability»
1 ) «walueType»
Ll Imostofthetime” [ gereraie Charging_levels QEEtargeg frequency
o AR Ilgv=els39 "occasionally”
| " - often — . lo
H ) i S shortly . ‘mem"cm[’m\’;"m"on Text = "The medical device should
o T e o have a long-lasting battery (>5V) to 2 'ml .EOG ]
" : ‘ ~ e  Device_charging_frequency_computation operate without frequent charging." e
: ! e valueType = "Device_charging_levels" type : String
| )
: : - ———— - «Evaluate» Soth: Real
values e .
1 T weight : Real
: ! EREStig = frequertly displayScreen : Boolean
LN Concern» WerificationCritData» 1 «Evaluate» b:atrt:geccaapapimy ; Boolean
: lconcem = -Constant_display SRR enftoring operation Verffication] ~ ~ “vedfya) o satisty» 7 baneva::;gy: Real
G o = constraints x K2 R
: actor ="Elderly_patient ld="5 i : Device_monitoring_operation_computation «Time» mﬂg‘:ﬁfg‘r‘i’x‘ : String
I Id="1" levels = "real-time" parts Device_monitoring_operation e racy " Siring
! Text = "All data related to the Text = "Data of the patient : Shimmer3-ECG Id = "42" InumberOfSensors : Integer
: patient should be displayed must be measured and o o o ale = rreal time” instances : Integer
! either to the patient andlorto |  |monitored (by caregivers) IR RO reat-ime Text = "The medical device should
| her caregiver as soon as immediately. This helps the generate the patient's data and display
w possible. This way, she knows | |patient and her caregiver it to her or transmit it to the data
| that (i) the results are current, detect and diagnose a heart aggregator within a proper tl{ﬂe window
I land (ii) her caregiver (who disease quickly and resort to (close to re'::l:hme. LS <1§)‘ 4 A
! monitors the measurement) proper countermeasures. " valueType = "REMS_monitoring_levels
I land/or herself can instantly see |  [valueType = "Monitoring_levels" : N «Evaluate» DataA
| if something is wrong with her B r;lonltorl omr::(':m Verification| = = Zarifry «satisfys | F Odroldr:(g::on —
i R e ) . 7 walueType» |Aggregator_monitoring_operation_Verification| ~ = Jerify; 1 csatisty» 2
| heart. «generater constraints 2 " values
| imrnediale :_Am@alor_mrﬁorim_operation_oomputation «Trir'le » y mmew A
| Mﬂt&f monitoring_operation num| s . Integer
- e G quickly O droic- e g coreFrequency : Real
‘ N m non-important Odoic X4 (SR A _— mﬁalﬁﬁo&l : String
el T Mo = values levels = "real-time reconstructionAlgorithm : String
A [ EEAESIINg = real line Text = "The data aggregator should instances  Integer
Erioe transmit the patient's data to her and/or
HumanParicpants | g A i) A
Hoskhcoeer | = 7 her caregiver within a proper time
window (close to real-time, i.e. <1s)."
o« EEELLCRRRE valueType = "REMS_monitoring_levels”
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| Patient Experience

UNIVETSILY,
e Patients participating in EMBIoT trial evaluated criticalities

> Four criticality categories were identified

Right balance between themis

not trivial o 2 8% = B
o Patients have the change « )
to decide what is more C,,*;;

. “ ® Monitoring in real-time
important for them by “co- ¢ & ¢ & &
designing” the system

'

o Solution designers may
help them to model their
concerns
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| Patient Experience

UnIVErsity;

e 77,6% of them stated that participating in the design process
concise them to use REMS, others would it anyway.

e Sometimes what they choose in practice is different than what
they believe in an abstract fashion

e Age and condition may affect their concerns.

® Monitoring in real-time

m Privacy/security of data
Patient comfort
Affordability

48.4%
48.6%

L

T
Important Quite important Not important
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e Model-based CPHS design
o Utilizing features of standardized languages (BPMN, SysML)
o introduction & management of criticalities
o derivation of system criticalities from human concerns

e Empowering CPHS human participants to

o Document their concerns and incentives
o Participate in the design process

» Further exploration is needed in more complex case studies
» Ethical Design of CPHS (IEEE 7000:2021 Standard)

Nikolaidou, M., Kotronis, C., Routis, I., Politi, E., Dimitrakopoulos, G., Anagnostopoulos, D., ... & Bensaali, F. (2021). Incorporating patient
concerns into design requirements for loMT-based systems: The fall detection case study. Health informatics journal, 27(1)

Kotronis, C., Routis, I., Politi, E., Nikolaidou, M., Dimitrakopoulos, G., Anagnostopoulos, D., ... & Djelouat, H. (2019). Evaluating internet of
medical things (IloMT)-based systems from a human-centric perspective. Internet of Things, 8
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