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Abstract—Lately, Internet-based solutions, brought by the
Internet of Things (IoT) and cloud computation and storage
technologies, have been driving revolutionary approaches in in-
numerable domains, including the sensitive domain of healthcare.
Indicatively, real-time diagnosis of medical issues, telemedicine,
remote monitoring of patients, as well as computer-assisted
smart transportation in case of emergencies, are anticipated as
Systems-of-Systems (SoS) that can execute several applications
of different criticality, thus necessitating mission-critical and
non-critical peripheral components. Therefore, managing the
criticality of a specific component, application or service in
such an environment, is of fundamental importance. In this
respect, this paper discusses an approach to identify and model
criticalities of healthcare IoT systems, as a first step to effectively
manage them in system implementation and deployment. To
do so, it explains the mixed-criticality characteristics of such
systems, describing two principal use cases, that stem from
the combination of novel technologies with classic health care
practices, namely (a) a remote elderly monitoring platform, as
well as (b) a smart ambulance system. The main cricalities
anticipated in such systems are described, as well as open areas
for future research are also identified.

Index Terms—Internet of Things, e-Health Services, Criticali-
ties, Remote Elderly Monitoring, Smart Ambulance Systems

I. INTRODUCTION

In our modern era, the Internet governs almost every aspect
of our daily lives. In recent years in particular, Internet-based
solutions have been applied in the sensitive domain of health
care and medicine. The advent of the Internet of Things (IoT),
the rise of the Cloud and on-demand computation and storage,
as well as the proliferation of sensors and ubiquitous wireless
communication are expected to drive revolutionary approaches
in health care activities such as: real-time diagnosis of med-
ical issues, telecare and telemedicine, remote monitoring of
patients, as well as computer-assisted smart transportation in
case of emergencies. Such approaches can be implemented
via new types of Systems-of-Systems (SoS), which are mainly
composed of hardware (e.g., sensors, smartphones) and soft-
ware (e.g., specialized OSes, Cloud services) that can execute
several applications of different criticality [1].

Health care is traditionally a domain requiring mostly
safety-critical core systems and functionalities, since human
lives can be jeopardized by a faulty implementation. More-
over, the complex information and communication technology

(ICT) involved may also include mission-critical [2] or non-
critical peripheral components. Identifying the criticality of
a specific IoT component, application or service in complex
smart health-care systems is of significant importance for the
effective implementation and support of such systems.

This paper discusses an approach to identify and model
criticalities of e-Health IoT systems, as a first step to effec-
tively manage them in system implementation and deployment.
Two principal use cases, that stem from the combination of
novel ICT technologies with classic health care practices,
are explored identifying and explaining the mixed-criticality
characteristics of the associated systems. We focus on remote
monitoring and diagnosis for the sensitive demographic of
elderly subjects consisting Remote Elderly Monitoring System
(REMS) platform. In general, the REMS deals with the real-
time diagnosis of a medical incident. Secondly, we describe a
progressive Smart Ambulance System (SAS) that enables fast
dispatching of ambulances to locations of medical incidents
and treatment of a patient on-board with the assistance of
remote health care personnel (who can make preliminary
diagnosis and preparations). In general, SAS deals with the
in-time delivery and treatment of a patient after a medical
emergency has been identified (e.g., via the REMS).

In section II related work is briefly discussed. REMS and
SAS systems are presented in sections III and IV respectively.
Criticalities in both systems are identified in section V, while
conclusions reside in section VI.

II. RELATED WORK

A review of the relevant literature reveals the ongoing
and increased interest in the IoT and IoT-based technologies
and solutions. In [3], an overview of the IoT is presented.
Regardless of the challenges, such as security, privacy, etc,
that impede the progress of IoT applications, the overview
highlights the significance and benefits of the Internet of
Things across a range of application domains and areas. In
a similar context, important aspects of the IoT are surveyed in
[4], where emphasis is given on the IoT technologies and their
application in the areas of transportation, logistics or health
care.

Health care is becoming one of the most attractive applications



field, where the Internet of Things can offer improved access
to care, increased quality and efficiency and reduced costs.
As the technology for collecting, analyzing and transmitting
data in the IoT continues to grow, more loT-driven health
care applications, services and systems emerge [5]. In [6],
the need of an integration of IoT technologies (e.g., RFID
[7] or wearable devices) and eHealth solutions is addressed.
Focus is given on an integrated system for the continuous
monitoring of students at risk to high blood pressure as well as
a quick treatment and consultation from medical experts from
a distance. Riazul Islam et al. (2015) [8], analyze a variety
of more medical IoT applications, such as remote health
monitoring, fitness programs or elderly care. The aforemen-
tioned were combined with architectures and platforms, like
IoThNet. Relevant to the notion of remote monitoring and care,
few approaches propose the use of a mixture of embedded
sensors as diagnostic tools, cloud-based architectures and data
analytics that would improve the quality of life of a patient and
help him remain independent [9], [10]. In addition, Sebestyen
et al. (2014) [11], experimented with portable devices and
different communications protocols and models for the cre-
ation of eHealth applications, like the CardioNet. Moreover,
in [12], a tested real-time monitoring platform that uses IoT
gateways and medical devices, introduces the need of Edge
Computing and shows the effectiveness of IoT in real-time
eHealth services.

As the elderly have become one of the main target groups
that need eHealth applications and solutions, there are frame-
works that focus on making technologies more accessible to
them. "Home Health Hub Internet of Things” or “H3IoT”
is presented in [13] as a novel architectural framework for
elderly monitoring. Furthermore, an IoT-based remote elderly
monitoring study [14] introduces and analyzes an architecture
where vital signs of elderly individuals are collected via
sensors and monitored in real-time by a remote facility (e.g.,
a hospital).

There are also numerous efforts to implement Smart Am-
bulance systems. In [15], a system to assist a subject / patient
to find the location of the nearest ambulance in case of an
emergency, using a simple smartphone (Android) application.
Moreover, the same system supports the transmission of the
patients medical data from the ambulance (transporting the
patient) to a healthcare facility. SatCare [16] is a smart
ambulance system that provides real-time patient diagnosis.

III. REMS AS AN IOT SERVICE

In the context of this work, a remote health care monitoring
system [17] is a platform that enables the doctor(s) (or in
general health care provider) to monitor the health status of a
patient remotely, reducing the number of times a patient has
to travel for a regular check at a health care facility premises.
Medical information from the patient, e.g., stemming from
embedded sensors, is electronically transmitted via a secure
channel to the health care provider in a different location
(e.g., a hospital) for further assessment and recommendations.
The doctor(s) should be alerted if theres a cause for concern,

TABLE I
REMS - SERVICES

Basic Services & Applications

Subsystem Service Object of Service
Vital signs
Record Sleep
Home Safety
Transmit Collected data
Data Repository Storage Collected data
Abnormal signs
Detection Abnormal behavior
Incidents
Remote Facility g/lomtorlng .
Health Care MErgency suppor
Communication

Expert recommendation

e.g., inferred symptoms of a health problem which requires
immediate medical attention. The proposed system consists of
a variety of diagnostic tools and devices, used for monitoring
physiological signs and health parameters of the elderly in
real-time, from a health care personnel located at a remote
facility[18]. REMS architecture is composed of three (3)
subsystems: the home (where the elderly patient resides), the
data repository (where data is stored and processed) and the
remote facility (where the health care personnel is located).
Table I summarizes the basic services REMS offers.

IV. SAS AS AN 10T SERVICE

The Smart Ambulance Systems targets two primary ser-
vices: a) Dispatching the nearest available ambulance to an
incidents location and b) provides on-line monitoring of pa-
tients and sends patient’s data to the health-care facility. SAS
architecture is composed of three (3) subsystems:

Ambulance Dispatch System-Monitoring Center, which
finds and dispatches the nearest available ambulance to an
incidents location.

Health-Care Facility. It can be a hospital, a clinic or any
medical facility.

Ambulance , which responds to an emergency and provides
health care to a patient en-route to the health-care facility.

Its basic functionality is the real-time monitoring of a
patients medical data inside the ambulance via telecommunica-
tion services and the provision of consultation, medical advices
and support. In addition, it can track the ambulance and its
route. Note that in the most common scenario, the monitoring
center and the ambulance are considered as components of a
healthcare facility and thus belong to its infrastructure.

V. IDENTIFYING CRITICALITIES

In this section we analyze the critical parts of REMS
and SAS as mixed-criticality systems. Three (3) criticality
categories are considered:

1) Safety-critical. Any failure or disruption may result in
serious injury or loss of life.

2) Mission-critical [2]. It is a factor essential to a business
operation or an organization. Any failure or disruption



will result in serious impact upon the organization (e.g.,
the organization can lose its credibility).

3) Non-critical. All the criticalities not falling in the two
previous categories.

A. REMS Criticalities

Figure 1 illustrates REMS with its components (red colored)
as a mixed-criticality system with safety (dark yellow colored),
mission (blue-colored) and non-critical (green-colored) criti-
calities. Criticalities considered as both safety and mission-
critical are illustrated with the light yellow color.

In the following, we discuss the identified criticalities
grouped related to each discrete subsystem:

Home. All the sensors (e.g., Electrocardiogram (ECQG)) are
safety-critical, since failure to operate and record patient-
related vital signs may result in serious harm. Lacking the
appropriate redundancy on a hardware level is important. It is
critical that the set of sensors should operate correctly 24/7
even in the face of individual sensor failures.

The safety critical factor applies to the gateway layer, as
the real-time collection and transmission of data should be
redundant with tolerance to transient failures. The gateways
are responsible for the robust real-time identification and
management of sensor data flows stemming from remote
monitoring devices. Also, it is critical for them to possess the
efficiency and technical capabilities in order to encapsulate a
large number of functions (e.g., receive data from all sensors,
preprocess, send data, etc) within their system.

Time is a safety-critical factor for both sensors and gateways.
The results have to be generated and transmitted within a
given time interval or the real-time behavior of the system
is jeopardized and considered faulty.

The security is mission-critical as it may affect the credibility
of the remote facility. There is a need of communications
between devices that ensure the confidentiality and integrity
of transmitted data without any fault or modification by an
adversary.

Finally, the low power consumption of all devices can be
considered as non-critical. The problem with low power con-
sumption protocols, like Bluetooth Low Energy (BLE) 4.0, is
that the security criticality might be affected in a negative way.
Another non-criticality is the Size, Weight and Power (SWaP)
[19] that helps ensure that devices are easier to carry and have
larger autonomy.

Data Repository. The challenge in this subsystem is the
management of medical data. It is critical to protect patients
sensitive medical data, from the sensors to the data repository
and then to the remote facility). Therefore, the following must
exist, with greater weight being placed on the clouds side.
Data / Service Reliability is safety-critical. Cloud service
providers need to provide excellent reliability of services
over the cloud, especially in the health care industry [20].
The availability of the data is considered as safety-critical.
The health care system cannot operate without availability of
services and patients sensitive data.

Moreover, privacy is mission-critical. It must be guaranteed

so that the health care organization can safely shift to cloud-
based solutions, because of the sensitivity of the patients data.
HIPAA [21] has some very strict regulations about the privacy
of medical data.

Finally, flexibility is non-critical in a data repository. The cloud
services should be flexible and configured according to the
user requirements. Adding new services as needed should be
accommodated.

Remote Facility. First, the operation and maintenance of the
facilitys medical database is safety-critical with a very high
significance as it holds all patients sensitive medical data and
history. In practice it involves similar criticalities as in the
cloud-based data repository section.

Secondly, the remote care system, as a basic part of the remote
facility, is safety-critical. The operation and visualization of
the patients medical data in real-time to the health care
personnel is very important. The received bio-signals must be
presented in textual or graphical waveforms for visualization
and diagnosis purposes. In addition, it is critical for the
system to support multiple different platforms for the data
visualization as it is a viable market policy.

As there are not any mission and non-critical factors in the
remote facility, it is characterized as safety-critical with a high
significance in the REMS.

REMS as whole. In general, the REMS inherits the critical-
ities of its subsystems (home, data repository, remote facility).
In this section, we expand on the criticalities of the REMS as
an integrated system of systems.

First, the real-time monitoring process is safety-critical. The
REMS has functions that must react in real-time and provide
time predictable communication among different networked
devices. A failure to perform an operation within a given time
may result in serious harm. The significance of the real-time
monitoring is very high.

Secondly, the fault isolation is also a safety-critical. Faults
in an application / device must not propagate to other. Any
fault must be handled by the failing application itself or by
the system, while cascading failure effects should be highly
improbable. The significance is between medium and high.
Safety-critical can also be the temporal isolation / correctness.
The real-time behavior of an application must be correct,
independently of the execution of other applications. The
significance is medium / high.

The security is mission-critical. Communications between de-
vices shall be confidential. Moreover, due to high significance
of the data, the traffic leaving the devices must be encrypted,
while ensuring their integrity. It is critical to avoid errors
or intentional modification to the data being transmitted.
For example, false measurements cannot be injected by an
adversary using packet spoofing or Denial of Service (DoS)
attacks. In order to meet this criticality, well-known network
security protocols and software suites can be employed.

The fault information is both safety and mission-critical. The
REMS platform must provide fault information to the devices,
applications (lost data) and system. Information about faults
occurring at the lower levels can be sent, in order to take
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Fig. 1. REMS Subsystems,Components and Criticalities

corrective actions. Single points of failure should be avoided,
and the integrated system should be distributed and highly
redundant to reduce the criticality of such faults in the first
place. The significance is high.

Another highly significant safety / mission-critical is the
systems interconnection. All the devices (e.g., sensors, con-
nected devices, etc) must interact and cooperate with external
services.

As for the non-critical, the system should be developed while
taking into account health care certifiability (e.g., HIPAA
standards), for higher applicability in the health care domain.
Moreover, data should have a robust and extendable standard
format to be readable more or less indefinitely.

B. SAS Criticalities

Figure 2 illustrates SAS as a mixed-criticality system with
subsystems in pink color and components in green color. In
such a system, the following criticalities (in blue color) can
be identified:

Ambulance Dispatch time. This is characterized as safety-
critical, since it depends on a fast-as possible dispatch,
response and arrival (to either the incidents location or a
healthcare facility) of the ambulance.

Robust and reliable communication. As both a safety and a
mission-critical factor, it is important for the connection be-
tween an ambulance and a healthcare facility to be always on.
Moreover the communication should be secure and redundant
against non-authorised adversaries.

Real-time Monitoring and Telecommunication. This is a
safety-critical factor and constitutes the most important crit-

icality for the SAS. Healthcare personnel needs to monitor
and supervise the collected patients vital signs (such as heart
rate, blood pressure, body temperature, etc) in real-time, using
small-factor diagnostic tools, like sensors, and transmit these
data to a remote healthcare facility or to a remote data reposi-
tory for storage and further analysis. Further, it is necessary to
monitor the patient using video and images. The vital signs of
the patient are measured and placed within acceptable ranges;
alarms are activated and displayed both to the ambulances
screen and the healthcare personnels monitoring system in the
case of patients signs are outside the specified limits.

Another safety-critical factor is the emergency access to
the patients medical record. In case of emergency situations,
the healthcare personnel might need to gain full access to a
patients medical record and history in order to appropriately
treat them.

Support of external consultation. It can be treated as a
safety-critical factor if it involves the immediate consultation
for the treatment of a patient as well as a non-critical factor in
case the patient has already reached the facility and the initial
emergency has been dealt with successfully.

VI. CONCLUSIONS

Recent trends in the world of communications, such as
the advent of the IoT and related technologies, have paved
the way for innovative healthcare services and applications.
Those services and applications are often seen as Systems
of Systems, which can execute several processes of different
criticality, thus necessitating mission-critical and non-critical
peripheral components. Therefore, managing the criticality
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of a specific component, application or service in such an
environment, is of fundamental importance.

In this respect, this paper has discussed on an approach to
identify and model criticalities of healthcare IoT systems, as
a first step to effectively manage them in system implemen-
tation and deployment. To do so, the paper described some
fundamental aspects on the mixed-criticality characteristics of
such systems, through two principal use cases, that stem from
the combination of novel technologies with classic health care
practices, namely (a) a remote elderly monitoring platform, as
well as (b) a smart ambulance system.

Several exciting areas are yet to be explored. First, a generic
IoT architecture for supporting mixed-criticality healthcare
systems shall be specified. Second, a per use case set of
requirements can be further extended to include upgradable
and reconfigurable parameters of each service and application.
Last, additional novel healthcare oriented applications can be
investigated, through the proposed mixed-criticality approach.
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